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Decision/action requested

This contribution provides an analysis of the state of the initial NAS security given the incoming LS from SA plenary. It makes some proposals for a way forward
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Rationale

SA plenary discussed the inconsistency in the 3GPP specifications in providing an initial NAS security protect and provided the below guidance to SA3, SA2 and CT1 (see [1])

SA became aware of the inconsistent specification on providing both ciphering and integrity protection of the initial NAS message protection and provides the following guidance:

-
SA confirms that a solution for initial NAS message protection for the initial NAS messages as defined in TS 24.501 cl. 5.3.1.1 is required in rel.15.  

-
SA3 is invited to investigate how the procedure defined in TS 33.501 cl. 6.4.6 can be used/modified to reduce the information sent in the clear to only the UE identity (SUCI that is already encrypted or 5G GUTI).  

-
SA3 to coordinate with SA2 and CT1 accordingly on a potential solution. 

-
SA2 to analyse impacts in TS 23.501/TS 23.502 procedures with this approach and perform necessary changes.

-
Stage-2 procedures in SA2 and stage-3 protocol work in SA3 and CT1 is targeted to be completed by December 2018. Working groups are requested to make every effort to achieve this target.

There are some immediate take-aways from the above guidance. Firstly, that a method of an initial NAS protection shall be included in Rel-15. Secondly, that the SA3 should look at further reducing the amount of information that is provided in the clear. Finally, every effort should be made to complete this work by the December plenary.
Taking the last point first, it seems important that SA3 agree on a general framework for how initial NAS security will work at this meeting. The method should be future proof, i.e., it is possible to add both IEs that may go in the clear and ones that are always ciphered. If such a method is agreed, then progress can be made in CT1 and SA2 on specifying initial NAS Security in their October meetings. 
Clearly, as noted in the LS, the UE identity (which could also be an 5G-S-TMSI) will need to go in the clear either in or along with an initial NAS message. When an initial NAS message is protected the ngKSI is needed so that the AMF is aware of the security context that is used to protect the message.

Proposal 1: ngKSI shall be allowed to be sent in the clear

The UE security capabilities will need to be sent in the clear for at least unprotected initial registrations as the AMF needs to know these to establish NAS security. 

The UE security capabilities are only included in non-periodic Registrations Requests. Since they will need to be sent in the clear, an active attacker (e.g. one using a false base station) will always be able to get the UE to reveal its UE security capabilities. Hence there seems no point in protecting this IE in cases where it would be useful to have in the clear, e.g. protected initial registrations and 4G to 5G idle mobility. Other than these cases it would be rare that the security context at the UE and AMF become de-synchronised. 
Proposal 2: The UE shall be allowed to send the UE security capabilities in the clear.
Other than the above discussed information, there does not seem to be a need to include any other information in the clear for the initial NAS messaging to work. This means that it is possible to not send the other IEs (Requested NSSAI, the last visited TAIs, indication that the UE is moving from EPC and IE containing the TAU Request) that are in the currently unciphered list in the clear. Choosing not to send such IEs in the clear will have an effect on the way the 5G network works. For example, if the IE containing the TAU Request is not allowed to go in the clear then it will be mandatory to use a 5G security context to protect the Register Request (either directly or in a NAS Security Mode Complete) in 4G to 5G idle mobility case. 
The only other information in (De-)Registration and Service Request messages that has not be considered by SA3 is the IE that define the message type and the Service/Registration Type IE. The first of these is currently given away by the type of UE identity in the message as well as probably the length of the message and quite possibly the sequences of messages that follow the initial message. Ciphering this may have significant implication for the CT1 message for no real security gain. The Service/Registration Type IE would be preferable to be ciphered. 
Proposal 3: The Message type IE (see 9.1 of TS 24.501) shall be allowed to be sent unciphered but the Service/Registration Type IE (e.g. see 9.10.3.7 of TS 24.501) should be ciphered. 
We believe the method of initial NAS protection proposed in 6.4.6 can be modified to reflect the above proposals and still provide a flexible future proof method as the 5G standard evolves. 

There are two areas that need further evaluation with this solution:

· Is it worth the old AMF returning the ciphered IEs to in the new AMF, e.g. in the case of ciphered initial messages this would ensure that the Requested NSSAI reach the new AMF as quickly as possible and hence avoid additional roundtrips, e.g. NAS SMC. 
· The need for HASHAMF: In case the unciphered IEs do not require integrity protection (e.g. UE security capabilities are integrity protected when needed in NAS SMC) or can easily be replayed when needed in the NAS Security Mode Complete message, then it could be removed. 
Proposal 4: The current method in 6.4.6 of subclause of TS 33.501 shall be agreed as the method of providing initial NAS message protection. 
Proposal 5: The old AMF shall return the ciphered IEs to the new AMF in case of AMF relocation.
Proposal 6: If the unciphered IEs are only the ones proposed in this contribution, there is no need for the HASH method.

Proposal 7: Inform CT1 and SA2 of the above agreements.
A companion contribution, S3-183048, proposes a draft CR to capture the above proposals. It also tidies up the description of the HASHAMF method to make it all be in one clause. 
Proposal 8: Approved the draft CR in S3-183048. Impacts of removal of Requested NSSAI from RRC signalling is outside the scope of this contribution.
4
Detailed proposal

It is proposed that SA3 approves the above proposals.
